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Llanedeyrn Primary School is registered under the Data Protection Act 1998 with the Information Commissioners Office (ICO) and follow their guidance/procedures to meet our obligations under the Data Protection Act.
Personal data covered by the Data Protection Act 1998 includes the school admission register, attendance registers, curricular records, assessment data, class lists, reports to parents, disciplinary records, school personnel files, financial information, and strategic and improvement plans.
The Data Protection Act was developed to give protection and lay down the rules about how personal data can be used. It was created to protect individuals from misuse of data and governs the collection and processing of data by organisations, including schools and the individual rights to access the data if they wish.
Aims
· To ensure that personal information is properly protected from unauthorised access and inappropriate use.
· To allow school personnel and pupils or someone acting on their behalf access to their personal data.
Rights that exist for access to school personnel personal information
Under the Data Protection Act, individuals can ask to see the information about themselves that is held on computer and in some paper records. If an individual wants to exercise this subject access right, they should write to the Headteacher. The request must be accompanied by the appropriate fee which in most cases would be a maximum of £10.
Applicants have the right to:
· Be supplied with the data held by the school.
· Change incorrect data.
· Prevent data being used about them if it will cause distress.
· Stop data being used in attempts to sell them something.
· Use the law to gain compensation.
Definitions of personal information
‘Confidential’ material includes information provided in the expectation that the information will only be used or disclosed in accordance with the wishes of the provider of that information.
‘Personal data’ is regarded as any information from which a person can be identified. Personal data includes name, address, telephone number, email address, identifiable photograph, membership details, etc.
‘Sensitive data’ is anything relating to: political opinions, racial or ethnic origin, religious or similar beliefs, trade union membership, physical/mental health or condition, sexual life, offences or criminal proceedings.
· Personal data can be found in:
· Employee personnel files.
· PAYE records
· Accounts records
· Emails
· Legal documents
· Social Security records
· Children’s records
· Banking information
· VAT records
· General letters and printed emails (that contain names, addresses, etc)
Confidentiality
Everyone working for or with the school who records, handles, stores or otherwise comes across personal information has a personal common law duty of confidence to individuals and to his/her employer. The duty of confidence continues even after the death of the individual or after an employee has left the school.
Most confidential material is subject to the Data Protection Act. Under the Act the individual handling or processing of confidential data is personally responsible for the proper disposal of such data, and from April 2010 data loss will be subject to substantial fines.
DATA PROTECTION PRINCIPLES
Anyone who processes personal information must comply with eight principles, which make sure that personal information is:
· Fairly and lawfully processed
· Processed for limited purposes
· Adequate, relevant and not excessive
· Accurate and up to date
· Not kept for longer than is necessary
· Processed in line with your rights
· Secure
· Not transferred to other countries without adequate protection.

Staff handling personal and confidential information about staff or pupils must ensure that:
· Any personal data is kept secure
· They don’t discuss work in public places
· They log off or lock their computers when leaving their desk/office
· They never leave CDs, USB sticks or other removable media containing personal data lying around and always ensure they are encrypted
· They don’t share their password
· All paper-based confidential information is locked away when not in use – do not leave files out at the end of the working day or when away from the desk for any significant period
· Any data that needs to be destroyed is shredded if it contains personal data
· Only access information that they need to do their job
· They treat all personal information with care
Any breach of confidentiality can result in disciplinary action and in some cases prosecution.
Rights that exist for access to a pupil’s personal information
There are two distinct rights to information held by schools about pupils.
1. The subject access right – under the Act a pupil has the right to a copy of their own information. In certain circumstances requests may be made by a parent on behalf of their child.
2.Rights to the educational record – under the Education (Pupil Information) (Wales) Regulations2004, referred to here as the Regulations, a parent has the right to access their child’s educational record.
Under the subject access right parents will only be able to see all the information about their child when the child is unable to act on their own behalf or gives their consent.
Responsibility for requests for information
Under the Regulations, requests from parents to view their child’s educational record should be dealt with by the Headteacher. All other requests for personal information from the pupil, or someone acting on their behalf, should be dealt with by the school.
In practical terms, this will make little difference in dealing with requests. However, it is important that requests for personal information are passed to the appropriate person as soon as possible after the request is received.
The subject access right
Under the Act, a pupil, or someone acting on their behalf, has the right to access their personal information held by the school. This includes:
· Information held on computer (or other automated means).
· Information held in structured files.
· Information in their educational record.
· Unstructured information, for example, held in loose correspondence.
It is likely that most of a pupil’s personal information will be held by a school as part of the educational record. These are described in more detail below in ‘What is an educational record?’. However, there is a possibility that some information could fall outside the educational record, such as information provided by the parent of another child.
Requests should be made in writing and the school is entitled to ask for any further information reasonably required to locate the information and satisfy itself about the identity of the person making the request.
A pupil is also entitled to be told whether or not the personal information they want is held by the school, and to ask what that information is. They will also be entitled to a description of the information, the purposes it is used for, who it is released to, and any information available about the source of the information. The information must be supplied in an intelligible form (so any codes should be explained) and should be in hard copy unless it is not possible to do this, it would involve a disproportionate effort, or if the child or parent agrees to access the information in another form.
The age at which a child can make their own subject access request
The Act does not specify an age at which a child can make their own request for access to their information. When a request is received from a child for access to their own information, those responsible for responding should take into account whether:
The child wants their parent (or someone with parental responsibility for them) to be involved in the request.
The child properly understands what is involved in making the request and the type of information they will receive.
As a general guide, a child of 12 or older is expected to be mature enough to understand the request they are making. A child may, of course, be mature enough at an earlier age or may lack sufficient maturity until a later age, and so any request should be considered on a case-by-case basis.
A parent or other person making a general subject access request on behalf of their child.
If the child cannot understand the nature of the request, someone with parental responsibility can ask for the information on the child’s behalf and receive the response. A child who understands the nature of an access request may ask an adult to act on their behalf. Anyone can appoint an agent in this way and those responsible for responding should treat the agent’s request as though it came from the child. If it is not clear whether an adult has parental responsibility for the child or is acting as their agent, then this should be clarified before responding to the request.
If there is information about other individuals in the information requested.
Where the response includes information about another individual, the request should be considered carefully. There is a duty to consider the rights of the individual making the request and the privacy of any other individuals who may be identified. For advice on how to deal with general subject access requests containing information about another individual, please see ICO’s guidance on their website ‘Subject access requests involving other people’s information’ or request a copy from the school office.
Other information that can be withheld
There are two situations when information may be withheld. The first is when the information is covered by an exemption in the Act (see (1) below). The second is when the cost of supplying information held in an unstructured way would exceed the set limits (see (2) below).
1.The main exemptions when information may be withheld relate to:
· Information which might cause serious harm to the physical or mental health of the pupil or another individual
· Cases where the disclosure would reveal a child is at risk of abuse
· Information contained in adoption and parental order records
· Information given to a court in proceedings under the Magistrates’ Courts (Children and Young Persons) Rules 1992
· Copies of examination scripts
· Providing examination marks before they are officially announced
· If the information relates to exam marks and scripts, please see ICO’s guidance on ‘Individuals’ rights of access to examination records
2.Unstructured personal information.
The Act limits the action a school must take to respond to a request from a child, or parent acting for them, for personal information held manually and in a completely unstructured way. This is distinguished from personal information held in highly or partly structured files, such as a teacher’s own records with sections for different classes and pupils, to which the normal rules of subject access apply.
Where the request is for unstructured personal information, schools are entitled to ask for a description of the information to help them find it. They do not have to supply the information, or to confirm whether or not it exists, if it would cost more than £450 to do either of these things. This cost structure is in The Freedom of Information and Data Protection (Appropriate Limit and Fees) Regulations 2004. Guidance on this is available from the Dept for Constitutional Affairs website at www.foi.gov.uk/practitioner/feesguidance.htm
The parents’ right of access to their child’s educational record
As stated earlier the Regulations give a parent their own independent right of access to their child’s educational record.
Educational records
The Regulations provide a legal definition of an ‘educational record’, mirrored in Schedule 11 of the Act. The definition is wide and includes, regardless of its form, any information about current and past pupils that is processed by or for a school’s governing body or teacher. It includes a ‘curricular record’, defined as a formal record of a pupil’s academic achievements, other skills and abilities and progress in school.
The educational record is confined to information that comes from a teacher or other employee of a local authority or school, the pupil or their parents. Communications about a particular child from headteachers and teachers at a school and other employees at an education authority will therefore form part of that child’s official educational record, as will correspondence from an educational psychologist engaged by the governing body under a contract of services. It may also include information from the child and their parents, such as information about the health of the child.
Information kept by a teacher solely for their own use does not form part of the official educational record.
A parent should make the request in writing to the Headteacher.
Information in the educational record that can be withheld from the parent
The Regulations state that any information which is covered by an order under section 30 of the Data Protection Act must not be disclosed. This includes:
· Information which might cause serious harm to the physical or mental health or emotional condition of the pupil or another individual
· Cases where the disclosure would reveal the child is at risk of abuse
· Any information relating to proceedings under the Magistrates’ Courts (Children and Young Persons) Rules 1992
In addition to this, the Regulations state that no information should be disclosed where it would reveal the levels of attainment and any other results in any attainment target or subject of any other identified pupil.
Timescales for dealing with requests
Requests for information from pupils, or parents, for information that contains, wholly or partly, an educational record must receive a response within 15 school days. Unless a parent simply asks to see the official educational record under the Regulations, schools and authorities are entitled to receive any fee first (see below).
Most requests for information are likely to ask for at least some information in the educational record. However, should a subject access request be made just for personal information outside the educational record, a response must be made promptly and at most within 40 calendar days. However, the 40 days does not begin until after the fee (see below) and any further information about identity or the location of the information is received.
Charges made for accessing personal information
If a pupil or parent acting on their behalf requests makes a subject access request or personal information containing, in whole or part, the ‘educational record’, the amount that can be charged depends on the number of pages provided. The fees work on a scale basis as shown below:

	Number of pages

	Maximum Fee


	1-19

	£1


	20-29

	£2


	30-39

	£3


	40-49

	£4


	50-59

	£5




If a pupil or parent acting on their behalf makes a subject access request for personal information which does not include any information contained in the ‘educational record’, the maximum charge is £10. If a parent exercises their independent right under the Regulations simply to view the educational record, then this should be free of charge. If a copy of the educational records is supplied under the Regulations, a fee can be charged by the Headteacher.  This fee must not exceed the cost of supplying the information.
Translation
If the Headteacher decides that any information needs to be translated to respond to any request under the Regulations, then that information should be translated. The Regulations state that documents should be translated into English, Welsh or any other language as required.
No additional charges may be made for any translation that the Headteacher feels is needed.
More Information
If you need any more information about this or any other aspect of data protection, please contact:
Phone: 01625 545745
E-mail: wales@ico.gsi.gov.uk or use the online enquiry form on our website
Website: www.ico.gov.uk
Appendices
Data Protection – Fair Processing Privacy Notice
Monitoring the Effectiveness of this Policy
Annually (or when the need arises) the effectiveness of this policy will be reviewed by the Headteacher and the nominated governor sub-committee and the necessary recommendations for improvement will be made to the Governors.
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